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Security Analysis

pHhBR: RAYUESXBFE
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Bug 1: REFHEN (NKER)
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BUG AMNALYSIS #1

Bug 1: HFiE#E (X%EMHZE 10.6 #)
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LOG FIELD ANALYSIS
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Bug 1: HRIUEE (FLERSEREEEERES)
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13 ROOT CAUSE ANALYSIS

Bug 1: BFIEE (BIFREESHEFEX)
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PROTOBUF PROTOCOL ANALYSIS

Bug 1: tMYXEEIUE (edu_ai_api_ise.proto)
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PROTOCOL ANALYSIS

Bug 1: {M¥XE*#r7E (edu ai api multi spoken.proto)
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BUG AMALYSIS - [

Bug 1 MY EXIEE (30+ M4 D endFlag)
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Bug Analysis - 07

Bug 1: REREILE (BEANFEKIAED)
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13 Bug Analysis 01

Bug 1: Ul Bl (BENXZEH)
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ﬁf Bug Analysis - 02

SR FTRRMNRRE (ARfER)
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3 BUG AMALYSIS - 02

Bug 2: HFERIEE (BXMEEMERTHINE)

B4R (10:06:14)
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£33 BUG ANALYSIS - 02

Bug 2: XML it#E (RE=FFLIHE + RABAE)

O XREM: HEAHITAELHMS BESIIEE: LEBERecydlerViewskigBIFTpadding, L HRItemViewtSlayout marginStart/EndsCHUNIERER,;
%ﬁ”tEm?ﬁEitE‘m_WDrk_SEE;.Im|EERT1E'dPMEﬂ TR TIEERRSmargn SEERAVATCHPARENT, SRIGAER, BMVLTHARERnas.
"EeR R T S R RIS,

0 NEBREE 0z ItemiliEE X
activity_work_all.xmlideRecyclerView padding, Eei#EitemBEiNIE itern_work_set.xmlshConstraintLayoutfg s 16dp /s 50
<RecyclerView android: layoutl_marginStart="16dp"
roid:padding="0dp’ android:layout_marg 1a="1G4dp"
02 REESHNS 04 EEE-ETHERY
BEARMLIBELE EleftMargin=0. rightMargin=0. width=MATCH_PARENT XMLIDIEE N FE ST 88BN, ViewHolderErzHEE8
ams.leftMargin = 0; O SRYESHRERTHEFRGE

zarams. rightMargin = O;
arams.width = MATCH_PARENT;



Bug 2: R¥miFiE 15K
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Bug Analysis

Bug 3: HIR¥%ZE (RFER)
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3 a)F 24185t isScoring=true (%) mm Araal 1L 258 i
4 GF2HERS isScoring=true () +*RIEEHE, ThirEE>ER
5 TF 215720k isScoring=false (3=hiEk:) ER1TEGEHEA

@ LRl ESBERERE, WHNEETER



Leol el e LR i pa S =
L 200

EI‘_...I“ ‘I FileProvider 28825

FileProviderfe BT MM =2l ets_file_paths.xml, ps_file_paths.xml, base_file_paths_publicxmI={7# & 3 {4156 S mootmpathapath ="' Bkexberpalhpath-path =",
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13 VULNERABILITY ANALYSIS

Bll1: EfEERS

provider = BBIFECIX &AL E BN RIS TR,

O =En: XMUEE SRR EEMIBIHE—etasfie pathsemlfroot pathifexternatepat HAZSIE ERIREA , Androidianifestxesti

m PRIMARY

[ BEEER: root-pathiFHRRFHREER, external-pathB BT

<root-path name="root" path="" />
<gxternal-path name="external_files” path="." />

VARIANT

base flle paths public xmil

L #BESBE: external-files-pathSfiles-path{#Hpath="."E42

<external-files-path name="external_app" path="." />
<files-path name="files" path="." />

EENS: Sets file pathsxmBEENREEES, FIESN

<root-path name="root" path="" />
<gxternal-path name="external” path="" />

COMNFIRMATION

AndroidManifest. xmil

w LA providerstEEdPmeta-datas |Hiets_file_paths

<provider android:name=".._FileProvider">
<meta-data android:name="android.support.FILE_PROVIDER_PATHS"

android:resource="@xml/ets_file_paths" />



BACKDOOR 01

A 1: WMARE + ERXENR
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Security Backdoor Analysis

B 1: 5KmAYKEL
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VULNERABILITY ANALYSIS
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iﬁ BACKDOOR 02

lal] 2: JMEBfEfEARIRCI E X (ERRIIFIA)
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ir BACKDOOR #2 « INJECTION TEST

B3] 2: FEANMK--#ERIEIUE (PoC)
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BACKDOOR O3

[5i7 3: JSBridge EARE
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